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SSL (Secure Sockets Layer): 

============================ 

INTRODUCTION TO SSL: 

===================== 
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Digital Certificates:  
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The Value of Server Certificates of Authentication: 

=================================================== 

 &� ���|�:�DIGITAL CERTIFICATES 90 �()� SSL &� ��?�� 
authentication� /?F0� �� 1 ���0� ��?�� � ��|�)(�0  "b� O#

 2.2)0� ,#. �5 4r� 0� /� 9��� N0� 2.2)0� 6�� ���0� 'Z#�
4r� 0� 3��2� N0� . /$)Q0"� ���> /�"5 /Z?� q�#� "#$% 3N5 �

 9F� /(`� / �|H a"���#� &"(#�:�� ��? : 6"! �P� /D"G 4r� �0
 &� �� /� ~"k� q� =4"! a��270�PIN CODE /$)Q0"� _`� "� z<0 

/0. 

 ! �70 � 2.2)0� � 0 �5 4r� 0� /� 9��� N0� 2.2)0� 6� p�+ K
M /$�Z� N0� 

Created by Neevia Personal Converter trial version http://www.neevia.comCreated by Neevia Personal Converter trial version http://www.neevia.com

http://www.neevia.com
http://www.neevia.com
http://www.neevia.com


Created by Neevia Personal Converter trial version http://www.neevia.com

Created by Neevia Personal Converter trial version http://www.neevia.comCreated by Neevia Personal Converter trial version http://www.neevia.com

������ � /�`: q�#� / �(#0� . @��0� 6� ]2#� ������ '�.
&� S /.�2#� 6�7� n2.2:IP90 /$)Q0"� � 2.2: 97� ~"k� q� IP 

 '()� /��� �� ��2. _
4 /�� �5 /��2#�.UNIQUE 32-BIT NUMBER 

� '�� ���> @#D �/Q� 3E$! / (! *�+ �� 32!N� 6")�� . &�DNS 

 &� �Domain Name System � _78�� 3EF! 2G� a"�y�"7 � � 
&� 9��c � _ jQ�IP 9F� "52!N� 6")��� 	 Z�)� /�`: C"�� Y� 

'www.internetbanking.com ' . '��s�� /#>�2� 3�G�� �� �>4�
 &� �� &���DNS9 ���0"� /�?0� /.2#\ . 

 �N5 9F� 6��Q� 4r�� @�7� "��Q� 6�� �
'www.internetbanking.com ' / �(� 9�c ��� ;do� � /8���� �

 S��Z\� 	
�\� �� 2.2)0� �N5 ="x� 3�?#�" &��� t�s�\� �#>�4
/ �(#0� /.2#\ " 6�7� / �(#0� 3N5 �� E$! Cy> �>�� �70 �

��)Q�=� @��0� � 4r� 0� _7c �#� "� "(f�= / �(#0� 6�7� � 4��
�"?� 3�� �� "` �� ��A`�0 / ��"
 "I. @�Z� "��Q� /�� ^=� O#�

 �N5 9F� 	
�� 4r� 0�'www.internetbanking.com ' -Q� 	
�� �
 � 2!"5 �� _>"`� / . _78�� 2.2)� 9��� 6�7� 6� �2#� �`. 6P�

/)�� -Q$0� � 0. 

"8 s�� 2F!� O#�: 

 _(D 2!"5 6� �0 '#� 9 L � ],�G� �=� 6�= "�"� 9�"� @��
 n4r� 0� 6��(#�)� ]�). -Q$0� �N5 	
�� Y� /?�"Z� /|)� q�#�

 &� � =4"! a=270� �"
4� "#$%PIN CODES � 	
�\� � _� /D"k� 
 9��c 9F� / �(� � N �Q�0 ��� 4r '�� ;do0� � /�"�70� �#�

 �5 /H"<0� '�� 2`j� "� 9! ,F� X#� ��$�there was a 

technical problem with the site and "please try again 

later ." 2G� 32� &�"+ � 2.2)0� � /�7<� �"Q5 6� � . � �
 @)�7\� _
20� ���|�:�� C�� �
 2!"I� 6�7� /j8�0� 3N5 ���

 � 6�= /�"� /+�4 � '? ?�� 	
�\� �� &����� v#� /
2)0 �����
 0�$0� �� �"�r� � (: / !P � /F $G ������ 6�7� K ! _��i4 95

 .(: 3N5 9F� t���� �� � /Q� p�8�0� �7� "� EF70� �"Q5 �
 '�D�� t�s�\� � y!2Q0 � 6�� /!�Q: "QQ70 � a"
��G�� .(: 

 &� 4�= �SSL &�"c �� /�7<\� 3N5 'ZL &�"c "b� '5 "Q5 
 &� ��yL 1�2% �� S��Z\� '? ?�� 2.2)0� Y� &�D�0�DNS 9G�= 

 &�digital certificate u�s�� / �� ]2#�0"� ��? . -0N� � 
� 8D 97<� � �"�. &� ��|�)� 	
�� 4r�� 9��� "��Q#.SSL ��? . 

 =�>�� 6��Q#0� �N5 6�� 3="`<0� 2.2)0� &� �DNS �,�0� 
 3="`<0� /���c "� 3��2� N0� 	
�(�0 6��Q#0� ����\� 64"? .

 &� ��certificate . 	
�\� /8D ���!��� 4r� 0� 6�7 ). -0N0 �
 �� 4r� 0� q| ). 9Z� � / . 	
�\"� �P� � _� 9��\� 2.2)0� �

 &� 1�2%POP-UP WINDOW �N5 6� �� �!��� 4r� 0� 6�7 : � 
2)0�/8 8D 3="`H /��0 ,#. 2.. 

 N0� 9F� /�"`\� �� t�� 9�+ /�� �0 " �"� "Q#� 9 L 6�� �
 �� 9D�� 1$% /|)� _ (��� 2!"5 ��7� 6� �5 � '���� � 3"�2!=

-Q$0� 	
�� . /�`)0 /?�2% � ]2#� � 2!"I� 6� "#$% /.2#(�0
 &� "� t�| 0SSL authentication mechanism �y�"7 � �  1 ���

Created by Neevia Personal Converter trial version http://www.neevia.comCreated by Neevia Personal Converter trial version http://www.neevia.comCreated by Neevia Personal Converter trial version http://www.neevia.com

http://www.neevia.com
http://www.neevia.com
http://www.neevia.com
http://www.neevia.com
http://www.neevia.com


Created by Neevia Personal Converter trial version http://www.neevia.com

Created by Neevia Personal Converter trial version http://www.neevia.comCreated by Neevia Personal Converter trial version http://www.neevia.comCreated by Neevia Personal Converter trial version http://www.neevia.com

 &� /?� ��SSL &� 2!"I� ��� -0N0 � SSL "`#o� 6� 6�= "$�"> 
 � 2!"I� 	
�� 6�. -0N0 � � -Q$�0 1�"Z\� /#
�\ _ (��0� �

 &� �� 3="`H /��0 6�7�digital certificate 	
�\� �5 6�7 0 
 &� ��|�)� "#$% '�D�� -Q$0� 	
�� 6� 4r� 0� /$�Z� N0�SSL 

� 3="`H /��0 � -Q$0� 	
�� ,#. �5 /�� '�� /?. ^4"�0� �7� �
 "Q(�7� �0� 3Ed�0� /��?��� '5 X#
�\� X� 3��: N0� � +�0�

 '(T 	
�\� �N5 6� �s�� �0� '5 � t�s�\� �� &��� Cy�� � "`Q�
 &� /Z:���SSL 	
�\� � 2!"I� 	
�� X� 1�2��0� 6�7 . -0N0 � 

���> 9`: '�D�� .-0N� � &"(#�:� �� 	Q�� 6� 4r� 0� '�#. 
K�y\� 	
�\� � / �|<0� /�"���#�. 

 2F!� � s���0 , &� 6�SSL technology /?� �� 1 ��� ��?�  
 �� ]"! Ee =�� �"Q5 /�� �AQ. �N5 9! �#� �70 � ���> 32�R�

 &� =�>� / ��� �"� t"Q�
� X#Q�?\� ;?. _5 n4r� 0�SSL � 
@x -0N0 � 	
��\� "Q �� @x � "Q)��� � 2��Z�0� "Q �� 

�"� 6"�i � 6�7� �+ 3Ed�0� C" H�� 3N5 9F\ 3"$����. 

 

 Cy�� �N5 _7�"A�� &"� t�s�\� �� �"F0� Cy�� 6�7� 6� O��
 &� /( 
 / . "Q8s� N0�SSL / Z#� �0� 1 ���0� /( 
 � 

� 9F�� �� �"� 6"�i � /�� 4r� 0� �!��� '70 2.2)�0 r2!"I;( 

 

SSL and Stored Data:  
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The Value of SSLv3 and Client-Side Certificates:  
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SSL and Vulnerability to Attacks:  
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Certification Weaknesses:  
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Information Server, Microsoft's Web server that runs on 

Windows NT platforms ( 3y � '�� ��c �0�'Client 
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GreetZ:: 

$A-TeaM :: (AciD-WarZ , TweeTY , Jakal) 

SADJackale , B-Hunter , BrokenArroW , KinG-Abdo , DJ-King , 

Egyption Fighter , 

USG-TeaM , ALL OF HACK 4 ARAB MEMBERS 
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